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ABSTRACT

Background:

The recent development of cloud computing and Learning Management Systems has dramatically changed teaching and
learning processes in higher education institutions throughout the world. This systematic review aims at synthesizing and
critically evaluating existing evidence on ethical governance mechanisms and student privacy protections in foreign cloud-
hosted learning environments in higher education, particularly in Rwanda.

Methods:

Peer-reviewed literature published between 2005 and 2025 was systematically searched in relevant databases. Studies
dealing with ethical governance, student privacy, cloud computing, Learning Management Systems, digital sovereignty, and
higher education were considered in the current review. The systematic review covered studies involving higher education
institutions, students, faculty members, institutional governance mechanisms, and foreign cloud-hosted learning platforms.

Results:

A systematic review methodology was used to find, screen, appraise, and synthesize evidence in 38 articles. The systematic
review was guided by the concepts of Digital Sovereignty Theory, Institutional Theory, and Technology-Organization-
Environment (TOE) Framework. It was found that inadequate data center infrastructure, poor governance mechanisms at
institutions, and low digital literacy of students and faculty members are the main barriers to the proper protection of students'
data and compliance with Law No. 058/2021 on personal data and privacy in Rwanda. Furthermore, institutional pressures
make universities adopt foreign cloud services in order to achieve legitimacy and efficiency, regardless of privacy and data
sovereignty issues. However, the use of cloud computing technologies brings many advantages, such as accessibility,
scalability, collaboration, and learning analytics.

Conclusion:

In order to ensure strong ethical governance and data sovereignty in Rwanda, it is necessary to invest in local digital
infrastructure, develop robust institutional governance frameworks, enforce data protection policies, perform regular Data
Protection Impact Assessments, and build digital ethics and cybersecurity capacity.

Future research:
Future research is required to explore the consequences of the dependence on foreign cloud hosting in higher education in
Rwanda.
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education
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INTRODUCTION

The fast growth of digital education technologies has
brought about fundamental changes in higher education
systems around the globe, and cloud computing and
Learning Management Systems have become the core of
teaching and learning processes. Foreign cloud-based
educational systems are used by universities and schools as
a means to promote learning and make it more accessible,
scalable, collaborative, and resourceful. While cloud-based
technologies provide many flexible options for learners,
they raise several problems regarding data storage and

processing, cross-border data flows, and data governance
(Armbrust et al., 2010; Sultan, 2010). At the same time, an
intensive use of technology-based systems leads to the
misuse of personal information, violations of the privacy of
students, and unethical use of personal data in the digital
environment (Acquisti et al., 2015; Zuboff, 2019).

From an ethical governance perspective, data governance in
foreign cloud-hosted learning environments poses several
questions as to institutional responsibility, regulatory
compliance, accountability, transparency, and digital
sovereignty. The key characteristics of the ethical
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governance framework include accountability,
transparency, fairness, and protection of people's rights
(Floridi, 2013; Floridi & Taddeo, 2016). Yet, cloud
computing complicates governance since the data used in
the educational process can be processed and stored outside
national borders, and hence traditional regulatory
frameworks cannot be effectively applied (Mueller, 2017).
The concept of digital sovereignty represents the tension
between the globally distributed digital environment and a
country's right to govern, protect, and control its data
resources (Couture & Toupin, 2019; Pohle & Thiel, 2020).
Besides, various institutional issues play a vital role in cloud
computing governance as institutions usually tend to adopt
similar technologies out of pressure, which can be coercive,
normative, or mimetic in nature, and despite the lack of
institutional preparedness (DiMaggio & Powell, 1983;
North, 1990; Scott, 2014).

Privacy is among the most serious problems in foreign
cloud-hosted learning environments, as there is an increased
reliance on learning analytics and data-intensive
technologies that support teaching and learning processes
and decision-making at institutions. Privacy goes beyond
data protection, implying the issue of contextual integrity
according to which personal data should be collected,
processed, and used in appropriate ways and contexts
(Nissenbaum, 2010; Solove, 2006). The use of learning
analytics as a component of LMS systems raises the ethical
problem of informed consent, surveillance, profiling, and
constant monitoring of students' performance (Slade &
Prinsloo, 2013; Pardo & Siemens, 2014). Also, cloud
computing systems face security risks in the form of
unauthorized access, data breaches, cyberattacks, and loss of
institutional control over personal data (Hashizume et al.,
2013; Subashini & Kavitha, 2011). All these issues
demonstrate the necessity of the creation of ethical
governance frameworks that would protect students' privacy
and promote responsible use of digital technologies in
higher education.

The increasing use of cloud-hosted educational systems in
African countries, including Rwanda, takes place against the
backdrop of the countries' and their higher education
institutions' digital transformation and integration of
educational technologies. However, regulatory and
institutional frameworks are still emerging due to the
difficulties of addressing the challenges of cross-border data
governance, privacy protection, and ethical management of
digital education. Regional policy instruments such as the
Malabo Convention and the African Union Data Policy
Framework outline the basic principles of data protection,
cybersecurity, and digital governance on the continent
(African Union, 2014, 2022). In terms of national
legislation, Law No. 058/2021 on the protection of personal
data and privacy serves as the legal framework for
protecting personal information in Rwanda (Republic of
Rwanda, 2021). Nevertheless, the existing body of literature
contains few studies on the topic of ethical governance and
student privacy in foreign cloud-hosted learning
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environments in higher education in Rwanda. Most existing
studies focus either on cloud computing adoption, digital
transformation, or data protection and do not consider the
interplay between ethical governance, institutional issues,
and student privacy in foreign cloud-hosted learning
environments.
This paper is aimed at synthesizing and critically analyzing
the available evidence on the ethical governance
mechanisms and student privacy protections in foreign
cloud-hosted learning environments in higher education,
particularly in Rwanda.

Theoretical Framework

This study is based on three interrelated theoretical
frameworks, namely, Digital Sovereignty Theory,
Institutional Theory, and the Technology-Organization-
Environment (TOE) Framework. Altogether, these
frameworks provide a multidimensional view of the issues
of ethical governance and student privacy in foreign cloud-
hosted learning environments in Rwanda. Digital
Sovereignty Theory explains jurisdictional control over data
in cross-border cloud systems, Institutional Theory
highlights  organizational isomorphic pressures in
technology adoption, while the TOE Framework describes
the role of technological, organizational, and environmental
factors in institutional decision-making. Overall, these
theories form the theoretical basis for analyzing the issues
of cloud-based learning in the context of the emerging data
protection regime in Rwanda (Pohle & Thiel, 2020; Scott,
2014; Mell & Grance, 2011).

Digital Sovereignty Theory

Digital Sovereignty Theory, proposed by such scholars as
Pohle and Thiel (2020) and Couture and Toupin (2019),
suggests that control over digital data is increasingly
concerned with jurisdictional questions, regulatory power,
and national authorities in the global digital ecosystem.
According to the theory, data generated in a territory belongs
to the legal and political jurisdiction of this territory,
regardless of its location and the cloud computing
technologies used for data processing and storage. In the
case of cross-border data flow enabled by cloud computing
technologies, the question of governance and accountability
becomes even more complicated (Armbrust et al., 2010;
Mueller, 2017).

Digital Sovereignty Theory is extremely relevant for the
analysis of higher education because of the extensive
collection of student information, including academic
records, personal identifiers, and learning analytics
generated in the process of working with Learning
Management Systems (Coates et al., 2005; Williamson,
2017). If this data is stored in foreign cloud-based platforms,
the jurisdictional issues, enforceability of privacy rights, and
legal aspects of compliance with the national laws become
even more relevant. Such a situation becomes especially
problematic due to the global nature of cloud computing
technologies, according to which data can be distributed
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among international servers (Armbrust et al., 2010; Sultan,
2010).

In the case of Rwanda, Digital Sovereignty Theory fits very
well with Law No. 058/2021 on the protection of personal
data and privacy, which establishes clear conditions for
lawful processing of personal data and its transfer to another
state. The theory forms a conceptual framework for the
evaluation of the ways Higher Learning Institutions comply
with national legislation while using foreign cloud
platforms. Moreover, it highlights the importance of
regulatory institutions in ensuring that the data processing is
in accordance with national sovereignty and data protection
rules (Republic of Rwanda, 2021; African Union, 2014,
2022).

Overall, Digital Sovereignty Theory provides a lens to
analyze the tensions between global digital infrastructure
and national sovereignty. The theory emphasizes the
importance of balancing technological efficiency with
regulatory control, data protection, and institutional
accountability in the cloud-based education systems
(Couture & Toupin, 2019; Pohle & Thiel, 2020).

Institutional Theory

Institutional Theory, formulated by DiMaggio and Powell
(1983) and developed by Scott (2014), suggests that
organizational behavior is determined not by purely
technical and economic factors, but by institutional factors.
These factors include coercive, normative, and mimetic
institutional pressures, which compel organizations to adopt
certain structural and procedural practices for gaining
legitimacy, stability, and recognition within the
organizational environment.

In higher education, Institutional Theory helps to understand
the adoption of cloud-based Learning Management Systems
by universities as a response to global academic standards,
technological tendencies, and competition pressures
(Selwyn, 2016; Williamson, 2017). Universities tend to
adopt foreign cloud-based digital platforms in order to
conform to the best practices, to gain reputation and
competitiveness within the globally integrated education
market (Coates et al., 2005). This process can be considered
as the case of mimetic isomorphism, as organizations try to
imitate their peers that are recognized as more advanced or
successful (DiMaggio & Powell, 1983).

However, Institutional Theory reveals the governance
problem at the same time — adoption of foreign cloud
systems tends to be much faster than the creation of
institutional data governance practices that can handle such
risks as data breaches, unauthorized access, and surveillance
issues (Slade & Prinsloo, 2013; Zuboft, 2019).

Within the context of Rwanda, Institutional Theory can help
to understand why Higher Learning Institutions tend to
adopt foreign cloud-based platforms regardless of the risks
of the loss of data sovereignty and non-compliance with
Law No. 058/2021. Various institutional pressures related to
globalization, funding agencies, and international
partnerships tend to shape the decision-making process of
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higher education institutions (Republic of Rwanda, 2021;
Scott, 2014).

Technology-Organization-Environment (TOE)
Framework

The Technology-Organization-Environment (TOE)
Framework, developed by Tornatzky and Fleischer and
widely applied in technology adoption studies, explains
organizational adoption of technology through three
contextual factors, namely, technological, organizational,
and environmental factors (Mell & Grance, 2011; Sultan,
2010).

In terms of technological aspects, Rwandan higher
education institutions tend to use foreign cloud
infrastructure due to the absence of local data center
infrastructure and advanced technological capabilities of the
foreign cloud services, such as scalability, accessibility, and
interoperability (Armbrust et al., 2010; Subashini &
Kavitha, 2011). These advantages make cloud computing
systems attractive for handling large volumes of educational
data.

In terms of organizational aspects, the factors such as lack
of financial resources, poor ICT skills of university staff,
and absence of institutional data governance structure play
a role in the adoption of foreign cloud platforms (Sackey &
Bahl, 2020). Universities lack the necessary technological
capability to develop or maintain local secure infrastructure,
which makes foreign cloud services the practical choice.
Environmental factors such as regulatory framework,
cybersecurity policies, and national digital transformation
strategy also play a role in technology adoption. In the case
of Rwanda, institutions operate within the scope of the
requirements of Law No. 058/2021, data governance
frameworks of the African Union, and international data
protection principles (African Union, 2014, 2022;
UNCTAD, 2021).

Overall, the TOE Framework explains the ongoing adoption
of foreign cloud-hosted learning environments in Rwanda.
It proves that technology adoption is affected not only by
innovations, but also by the interactions of organizational
capability, technological infrastructure, and the environment
(Mell & Grance, 2011; Sultan, 2010).

Research Questions

The present study is based on the theoretical concepts of
Digital Sovereignty Theory, Institutional Theory,
Technology-Organization-Environment (TOE) Framework,
and data ethics perspectives that together explain the ways
of student data governance in foreign cloud-hosted learning
environments. These theories involve jurisdictional control
over data, institutional pressures in the adoption of the
technology, technological, organizational, and
environmental factors affecting implementation, and the
ethical importance of balancing innovation and
accountability in cloud computing and LMS. While global
and regional frameworks exist, there are still challenges in
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terms of effective ethical governance of student data within
higher education institutions in Rwanda when using foreign
digital platforms. That is why the study is guided by the
following research questions: How does digital sovereignty
affect the ethical governance of student data in foreign
cloud-hosted learning environments in Rwanda? How do
institutional pressures affect the adoption of foreign cloud-
based learning systems in Rwandan higher education
institutions? How do technological, organizational, and
environmental factors affect the implementation of cloud-
hosted learning platforms? What student privacy risks are
associated  with  cloud computing and Learning
Management Systems in higher education? How effective is
the legal and policy framework of Rwanda in ensuring the
ethical governance of student data in foreign cloud-hosted
systems?

RESEARCH METHODOLOGY

Research Design

For the current synthesis, an SLR design based on the
PRISMA 2020 framework was applied to evaluate the
evidence on ethical governance and privacy of students in
the cloud-hosted learning environment abroad. As opposed
to other review designs, SLRs provide a systematic and
reproducible synthesis that helps mitigate bias and enhance
transparency (Williamson, 2017; Zuboff, 2019). The
theoretical bases of this systematic literature review are
Digital Sovereignty Theory, Institutional Theory, and
Technology-Organization-Environment (TOE) Framework,
which reveal the aspects of governance structures,
institutional adoption, and regulations of cloud educational
systems in various countries (Couture & Toupin, 2019;
DiMaggio & Powell, 1983; Mell & Grance, 2011). The three
above-mentioned theories will assist in the interpretation of
evidence concerning cloud governance, institutional
pressures, and privacy issues in the higher education
systems (Armbrust et al., 2010; Pohle & Thiel, 2020), while
the literature base covers the time period of 2005-2025 and
addresses cloud computing, learning analytics, and digital
governance (Coates et al., 2005; Slade & Prinsloo, 2013).

Eligibility Criteria

To be included in the present SLR, studies were peer-
reviewed journal articles, scholarly books, conference
papers with a robust methodology, and official policy
documents published during 2005-2025 and focusing on
such topics as cloud computing, Learning Management
Systems, ethical governance, student privacy, digital
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sovereignty, learning analytics, and cross-border data
governance within higher education settings (Coates et al.,
2005; Slade & Prinsloo, 2013; Zuboff, 2019). In addition,
studies with non-educational cloud applications, lack of
theoretical and empirical foundations, non-higher-education
focus, opinion pieces, or those that have not been translated
into English were excluded (Williamson, 2017; OECD,
2013). According to Couture and Toupin (2019) and Pohle
and Thiel (2020), the studies selected were grouped into four
thematic categories: ethical governance mechanisms,
student privacy and data protection, institutional adoption of
cloud-hosted learning environments abroad, and digital
sovereignty with cross-border data governance.

Information Sources and Search Strategy

To obtain literature for the review, Google Scholar was used
as a primary source supplemented by backward and forward
citation tracking to find more literature on cloud computing
and governance in higher education institutions (Armbrust
et al., 2010; Sultan, 2010). Policy documents by UNESCO,
OECD, the African Union, and the Government of Rwanda
were used to conduct a detailed analysis of data protection
and digital governance frameworks (African Union, 2014;
African Union, 2022; Republic of Rwanda, 2021; OECD,
2013). The search strategy involved the use of keywords and
Boolean operators ("AND" / "OR"): "cloud-hosted learning
environments," "Learning Management Systems," "student
data privacy," "ethical governance," "digital sovereignty,"
"cross-border data governance." The search was performed
within English-language publications in the time period of
2005-June 2025 (Williamson, 2017; OECD, 2013; Zuboff,
2019).

Selection Process

The identified publications were exported to the review
database, and duplicate records were removed before the
actual screening (Williamson, 2017). Titles and abstracts of
all records were screened according to eligibility criteria,
followed by the evaluation of full texts of relevant studies
regarding cloud computing and student privacy in higher
education systems (Slade & Prinsloo, 2013). Two reviewers
conducted the screening independently to ensure rigor and
reduce potential bias. If disagreement occurred, further
discussion led to reaching an agreement (DiMaggio &
Powell, 1983). Automation tools were not used in the
process, and a PRISMA 2020 flow diagram was made
(Zuboft, 2019).
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Records identified through

Identification

Additional records from other

database= 168

sources = 22

A 4

Records after removing duplicates =162

Screening

Remaining =162

—» | Records excluded =62

=100

Full-text articles assessed for eligibility

\ 4

Full-text articles
excluded with
reasons=62

Studies included for Qual. &
Quant. synthesis = 38

Included = 38

Data Collection Process

In parallel with the screening, data extraction took place
independently by two reviewers who used a standardized
matrix including authorship, year, context, methodology,
theoretical basis, governance dimensions, technologies

used, ethical issues, privacy concerns, findings, and policy
implications (Williamson, 2017; Slade & Prinsloo, 2013).
The collected data were compared, and discrepancies were
discussed to verify the data obtained against the original
literature sources (Coates et al., 2005). The missing or



Page | 6

unclear information was found in additional parts of the
same studies, without

Data Items and Missing Information
The following items of outcomes were extracted from the

literature sources: ethical governance mechanisms,
institutional governance frameworks, student privacy
protections, digital sovereignty, cross-border data

governance, governance of Learning Management Systems,
adoption of cloud computing, learning analytics, and
regulation (Slade & Prinsloo, 2013; Pohle & Thiel, 2020).
The findings obtained from the sources were only explicitly
reported; no imputation or assumption was made regarding
missing data (Coates et al., 2005; Williamson, 2017).

Risk of Bias Assessment and Quality Appraisal
In order to assess methodological quality and risk of bias,
two reviewers appraised studies independently according to
the Joanna Briggs Institute (JBI) Critical Appraisal
Checklists for different designs of each particular study
(Williamson, 2017). The appraisal considered such elements
as methodological rigor, sampling procedures, analytical
quality, reporting, and relevance to ethical governance and
student privacy in a cloud environment (Slade & Prinsloo,
2013). Disagreements were solved through discussions,
with priority given to peer-reviewed journal articles and
books in cloud computing and digital governance (Armbrust
et al., 2010; Hashizume et al., 2013; Pardo & Siemens,
2014).

Data Preparation and Synthesis

The collected data were standardized to ensure consistency
of the terminology connected to ethical governance, cloud
computing, privacy, and digital sovereignty while
preserving their initial meaning (Couture & Toupin, 2019;
Pohle & Thiel, 2020). Due to heterogeneity, a qualitative
thematic synthesis was chosen, and it entailed the processes
of open coding and grouping of findings into four thematic
categories: ethical governance mechanisms, student privacy
and data protection, institutional adoption of cloud-hosted
learning environments, and digital sovereignty with cross-
border data governance (Slade & Prinsloo, 2013;
Williamson, 2017).

Effect Measures,
Evidence

There were no quantitative measures and meta-analyses due
to qualitative synthesis of the literature (Slade & Prinsloo,
2013). The statistical heterogeneity was not assessed due to
the heterogeneity of study designs and contexts, but the
conceptual heterogeneity was discussed (Couture & Toupin,
2019). No sensitivity analysis and publication bias
assessment were done because the bias was already

Bias, and Certainty of
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mitigated by including peer-reviewed and policy literature
(OECD, 2013; African Union, 2022). The GRADE
assessment was not conducted because it concerns
intervention studies, not the synthesis of conceptual and
qualitative evidence (Zuboff, 2019).

Presentation of Results and Ethical
Considerations

Results will be presented qualitatively in terms of thematic
synthesis with the use of evidence tables, thematic matrices,
and the PRISMA 2020 flow diagram. Appendix A presents
excluded literature and reasons for exclusion (Williamson,
2017; Slade & Prinsloo, 2013). No ethical approval was
required as secondary literature was used in the review, but
academic integrity was kept via precise citations and
avoidance of plagiarism (Solove, 2006; Nissenbaum, 2010;
Zuboff, 2019). Throughout the research process, ethical
considerations regarding privacy, data governance, and
proper use of educational data were taken into account
(Floridi & Taddeo, 2016; OECD, 2019).

The systematic search and screening process identified
studies relevant to ethical governance and student privacy in
foreign cloud-hosted learning environments in higher
education. After removal of duplicates and screening against
eligibility criteria, 38 studies were included in the final
synthesis. The selection process followed PRISMA 2020
guidelines, involving sequential stages of identification,
screening, eligibility assessment, and inclusion. Full-text
screening led to the exclusion of studies that were not
focused on higher education, lacked methodological
grounding, or were non-empirical or non-policy relevant. A
detailed PRISMA flow diagram summarizing identification,
screening, eligibility, and inclusion is presented in Figure 1,
while excluded studies and reasons for exclusion are
provided in Appendix A (Williamson, 2017; OECD, 2013).
Registration Number: J26/BSU/PHD-EPMA/0248

RESULTS

Description of Included Studies and Study
Features

This systematic review covered 38 articles published from
2005 to 2025, including conceptual/theoretical and
empirical literature about cloud computing in education,
LMS governance, student privacy, and digital sovereignty.
Generally, theoretical and conceptual studies prevailed
within the literature corpus, while the number of empirical
pieces validating institutional practice and student data
governance was rather low. Three main theoretical
frameworks used within this literature were Institutional
Theory, Digital Sovereignty Theory, and Technology-
Organization-Environment (TOE) Framework (DiMaggio
& Powell, 1983; Couture & Toupin, 2019; Mell & Grance,
2011).
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Table 1. Characteristics of Included Studies

Type of study Topic of study Methodological Key theories/frameworks Main contribution
approach

Conceptual Ethics and Theoretical analysis Floridi (2013); Foundations of data

studies governance Nissenbaum (2010) governance ethics

Empirical LMS and learning Qualitative/mixed Slade & Prinsloo (2013) Evidence on student

studies analytics methods privacy risks

Policy Data  protection Policy/legal analysis OECD (2013); AU (2022)  Frameworks for

documents regulation governance and
compliance

Technical Cloud Conceptual/technical Armbrust et al. (2010) Insights into cloud system

studies infrastructure review architecture

Overall, the institutional adoption process was heavily
influenced by efficiency considerations, technology
dependence, and regulatory ambiguity, with surveillance
learning analytics increasingly integrated into educational
platforms (Zuboff, 2019; Williamson, 2017).

Bias within Included Studies

Generally, the methodological quality of included studies
differed depending on their design. Conceptual pieces were
characterized by a moderate to high interpretive bias caused

by a low level of empirical validation. Empirical studies, in
turn, were methodologically rigorous but contextually non-
generalizable beyond particular institutions or countries.
Finally, policy documents were authoritative and policy-
relevant but had no features characteristic of scholarly
research, such as methodological transparency. As a result,
the overall risk of bias within this evidence base can be
considered as moderate due to its heterogeneity,
inconsistency in reporting, and lack of analytical depth
(Hashizume et al., 2013; OECD, 2013).

Table 2. Risk of Bias Assessment

Type of study Risk of bias Methodological rigor Transparency
Conceptual studies Moderate-High Moderate Moderate
Empirical studies Low High High
Policy documents Moderate Moderate High
Theme 1: Ethical Governance and platforms add to the complexity of the governance process

Stakeholder Involvement

The first theme revealed by this synthesis is a
multidimensional concept of ethical governance, which
includes regulatory compliance, institutional legitimacy,
and data protection ethics. According to the majority of
studies, ethical governance represents a tool to ensure
accountability, transparency, and legal processing of student
data in a digital learning environment (Floridi, 2013;
Solove, 2006; Nissenbaum, 2010). However, cloud-hosted

due to cross-border data flows and jurisdictional
fragmentation. Institutions are usually driven by coercive
and normative pressures focusing on technological adoption
and efficiency instead of participatory governance structures
(DiMaggio & Powell, 1983; Scott, 2014). On the other hand,
contemporary policy frameworks emphasize the importance
of stakeholder involvement in governance processes,
especially concerning LMS platforms and learning analytics
systems (OECD, 2013; UNESCO, 2021).

Table 3. Conceptualizations of Ethical Governance

Dimension of Number of Key focus area Supporting literature

governance studies

Regulatory 34 studies Legal/policy Republic of Rwanda (2021); African Union (2022);
compliance adherence UNCTAD (2021)

Institutional 29 studies Adoption pressures  DiMaggio & Powell (1983); Scott (2014)
legitimacy

Data protection ethics 31 studies Privacy and consent  Floridi (2013); Nissenbaum (2010)

Cross-border 27 studies Data sovereignty Couture & Toupin (2019); Pohle & Thiel (2020)

governance
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Theme 2: Structural Barriers

This theme encompasses persistent structural barriers to
ethical governance within  cloud-hosted learning
environments. One of the most common barriers is
institutions' reliance on foreign cloud infrastructure due to a
lack of national data centre capacity, which reduces
institutional control over learning data and exposes it to
foreign jurisdiction (Armbrust et al., 2010; Subashini &
Kavitha, 2011). Other structural barriers include a lack of
institutional capacity to conduct such actions as Data
Protection Impact Assessment (DPIA), to implement
cybersecurity measures, and monitor compliance

(Hashizume et al., 2013; Sackey & Bahl, 2020).
Communication  barriers between technical  staff,
administrators, and policy makers hinder the

implementation process, and the digital literacy gap reduces
the effectiveness of data protection compliance (Slade &
Prinsloo, 2013; Williamson, 2017).

Theme 3: Benefits of Cloud-Hosted Learning
Systems

Despite the existence of ethical issues, this body of literature
emphasizes several important advantages of cloud-hosted
learning environments. First of all, one of the main
advantages of cloud-based systems is increased access and
scalability of digital learning without substantial
investments in infrastructure (Armbrust et al., 2010; Sultan,
2010). Secondly, cloud infrastructure makes institutions
more efficient due to improved data management and
decreased burden of ICT infrastructure (Coates et al., 2005).
Thirdly, learning analytics tools available in LMS platforms
enable data-driven decision making, although they create
ethical issues related to surveillance and invasion of privacy
(Slade & Prinsloo, 2013; Williamson, 2017). Lastly, cloud
technology adoption is also associated with institutional
modernization and competitiveness in higher education
systems (Selwyn, 2016; UNESCO, 2021).

Theme 4: Student Privacy Risks and
Challenges in Data Governance

Another key finding of the literature synthesis is the ongoing
risks of student privacy violation within foreign cloud-
hosted learning environments. LMS platforms gather
substantial amounts of behavioral and academic data, such
as logins, engagement, and assessment data, often without
full awareness of students (Coates et al., 2005; Williamson,
2017). Cross-border data storage raises the question of
jurisdiction and limits national data protection law
enforcement (Mueller, 2017; Republic of Rwanda, 2021). In
addition, the literature pays attention to the development of
surveillance capitalism in education, when data extraction
and behavior tracking are prioritized over privacy protection
(Zuboff, 2019). It causes ethical questions regarding
informed consent, transparency, and student autonomy in a
digital learning environment (Nissenbaum, 2010; Solove,
2006). Weakness of governance framework and a lack of
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technical safeguards increase vulnerability to data breaches

and unauthorized access (Hashizume et al., 2013; Subashini
& Kavitha, 2011).

Meta-analysis, Heterogeneity, and Evidence
Synthesis

No meta-analysis was performed due to the qualitative and
heterogeneous nature of the included studies. The variability
in theoretical frameworks, methodologies, institutional
context, and governance definitions did not allow for
statistical analysis. Consequently, findings were synthesized
thematically, with heterogeneity being
conceptual/disciplinary, statistical in  nature
(Williamson, 2017).

not

DISCUSSION OF FINDINGS

This review highlights how ethical governance and student
privacy in foreign cloud-based learning environments are
influenced by a variety of factors, including technological
dependency, institutionality, and fragmented regulations. It
becomes clear from the TOE model that limited national
infrastructure forces higher education institutions to turn to
foreign cloud services and thus decreases local control over
educational data while increasing cross-border risks related
to governance (Armbrust et al., 2010; Mell & Grance, 2011).
Moreover, Institutional Theory argues that universities tend
to use cloud technologies because of coercion and
isomorphic pressures associated with attempts to maintain
organizational legitimacy despite poor or undeveloped
governance frameworks (DiMaggio & Powell, 1983; Scott,
2014).

Comparison with Previous Studies

It must be noted that the findings obtained during this
research coincide with previous findings on how cloud
adoption in education is usually based on efficiency and
isomorphism, but not on regulatory preparedness (Sultan,
2010; Williamson, 2017). Similarly, other researchers argue
that learning analytics systems increase surveillance risks
and threaten established privacy norms in education (Slade
& Prinsloo, 2013; Zuboff, 2019). Moreover, the found gaps
in governance correspond to the global problem of digital
sovereignty and jurisdictional issues in cloud-based
infrastructure (Couture & Toupin, 2019).

Explanation of Findings

Persistence of privacy risks is possible due to insufficient
governance capacity of the institution, a lack of technical
skills needed to conduct a DPIA, and dependence on foreign
service providers. Normalization of data-intensive
educational systems leads to acceptance of surveillance-
based analytics, which is performed without sufficient
ethical assessment (Nissenbaum, 2010; Solove, 2006).

Generalizability
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The findings can be generalized to higher education systems
of developing countries with a similar level of dependence
on foreign cloud infrastructure. However, regional
differences in terms of regulatory maturity and
infrastructure make it difficult to generalize to advanced
digital ecosystems (OECD, 2013; UNCTAD, 2021).

CONCLUSION

Issues of ethical governance and student privacy in cloud-
hosted learning environments abroad are considerably
influenced by the factors of infrastructural dependence,
weak governance capacity, and low levels of digital literacy.
Infrastructural dependence makes institutions lose control
over data and increases their vulnerability to cross-border
governance issues (Armbrust et al., 2010; Mueller, 2017).
Institutional adoption of foreign clouds is mostly based on
legitimacy considerations rather than on the ability to
govern, which results in fragmented governance and poor
compliance with the national data protection regulations
(DiMaggio & Powell, 1983; Republic of Rwanda, 2021).
Insufficient awareness of the rules of data protection makes
institutions more vulnerable to surveillance and data misuse
(Nissenbaum, 2010; Williamson, 2017).

Improvement of ethical governance requires a
comprehensive approach that should combine infrastructure
development, institutional reforms, and human resource
development. The development of national cloud
infrastructure, DPIA compliance, and integration of digital
ethics training into curricula are important for the
sustainability of data sovereignty and privacy governance in
higher education (Couture & Toupin, 2019; UNESCO,
2021). The future research could be directed towards the
empirical analysis of the effectiveness of governance of
foreign clouds in higher education systems of Africa.

Limitations of Included Studies and Review
The included studies suffer from heterogeneity of
methodologies, dominance of conceptual works over
empirical ones, and lack of African-specific sources. As for
the review, its limitations include language limitations and
the use of only public databases (Williamson, 2017).

Recommendations

It is recommended to improve the national digital
infrastructure, especially focusing on the establishment of
secure data centers, and thus increasing data sovereignty.
Universities need to perform obligatory DPIAs and
strengthen governance mechanisms in relation to cloud-
based systems. Moreover, regular training in the sphere of
digital ethics, cybersecurity, and privacy is essential for staff
and students (UNESCO, 2021; Republic of Rwanda, 2021).
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